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Foreword

don’t feel safe when I'm connected to the Internet, and I
never will. I'm embarrassed to admit this. Along with every
new piece of technology, my industry has offered a correspond-
ing new protection and the promise that buying it will make

you safe. It’s a lie. A well-crafted lie, but still a lie.

What the cybersecurity industry fails to articulate is that every-
one is at risk. People, companies of all sizes, governments,
schools, organizations, and even elections. Cybercriminals
operate in a target-rich environment; they are out to hack
anyone and everyone, not just the big companies.

If you think that technology alone will protect you from hack-
ers, you're mistaken. At the 2016 Usenix Enigma Conference,
Rob Joyce, the nation’s “hacker-in-chief” and former head of
the NSA’s Tailored Access Operations, stated, “[With] any large
network, I will tell you that persistence and focus will get you
in...” What he means is that a hacker with persistence only has
to be successful once, whereas the defense has to work every
time.

How do you counter that? Joyce provides a solution in the
context of keeping NSA spies out of the network. He considers
“An out-of-band network tap”—a device that monitors network
activity and produces logs that can record anomalous activity—
plus a smart system administrator who actually reads the logs
and pays attention to what they say, to be a nightmare for the
agency. In other words, you need a security operations center
(SOQC).

We see this every day. One particular Arctic Wolf customer,

a regional healthcare provider, had installed great perimeter
security. But a crafty phishing email was able to entice not one,
not two, but dozens of users to click on a link that triggered

a download of malware. The Arctic Wolf SOC recognized the
protection failure and informed the customer so that remedia-
tion could take place before extremely sensitive and personal
information from patient health records could be extracted.
Like this customer, you will inevitably experience a failure of
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protection, but a SOC will inform you when it does so that you
can take immediate action to prevent any real damage.

That’s why this guide covers all aspects of building a SOC
versus buying a SOC-as-a-service. Regardless of size, every
organization today needs a SOC to provide robust security.

A SOC provides complete visibility into all IT infrastructure
along with continuous monitoring and capabilities for threat
detection and response. It’s manned around the clock by secu-
rity experts who can determine the true extent of incoming
threats and lead the charge when it’s time to address them.

Of course, there’s a catch. A SOC is incredibly expensive, is
time-consuming to operate, and requires at least one expert
security engineer on staff. Unless you're a large corporate
enterprise or aspire to be one soon, you'd better think twice
before bringing a SOC in house.

That’s not to say small to midsize enterprises don’t have
options. Managed service providers—some specializing in
security—provide outsourced solutions that may address many
critical security needs, including threat detection and response.
The cost and range of their offerings can be vast and, just like
choosing between a stay at a Motel 6 or a Four Seasons hotel, it
all depends on a customer’s needs and budget.

Managed security service providers have largely failed, how-
ever. They relieve their customers of the burden of managing
infrastructure, but customers must still do the heavy lifting,
such as daily triage, forensics and advanced analytics. That’s
why it often makes sense for organizations to go with a SOC-
as-a-service provider, such as Arctic Wolf. We provide an
affordable, subscription-based, outsourced SOC with the most
advanced technology and all the security experts needed to
run the show.

It’s critical to fully protect your organization by implement-
ing the most essential element of modern security. Read the
Definitive Guide to SOC-as-a-Service and find the best route
for your organization to benefit from a security operations
center.

Brian NeSmith
Co-Founder and CEO
Arctic Wolf Networks



Introduction

nterprise security has changed radically over the last

10 years. Antivirus and spam filters no longer provide
adequate protection. Attackers bypass preventive controls
and access networks for weeks, sometimes months, before
they’re caught—if they get caught. No company is safe.

Large enterprises build security operations centers
(SOCs) to stop these advanced threats, but smaller
companies lack the resources. To continue to compete

in the cyberworld, small and medium enterprises must
have equal access to advanced security capabilities. As a
smaller enterprise, your organization needs the ability to:

® Detect and respond to advanced security threats in real
time

® Leverage the expertise of an experienced security staff to
improve your overall security posture

®  Work with skilled security engineers who understand
your IT environment and business risks

® Reduce the cost of protecting your IT environment

® Focus on the business, knowing a trusted provider has
your back

This book explores how any company can take advantage
of a SOC-as-a-service to obtain the security capabilities and
outcomes that until recently were only accessible to large
enterprises.

Chapters at a Glance

Chapter 1, “Cyberthreats—The Great Equalizer,”
examines how cyberthreats have evolved, and their impact
on small and medium enterprises.

Chapter 2, “Why Point Products Are Not Enough,”
explains the role of point products in a modern security
strategy, as well as the challenges they present.
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Chapter 3, “Why a SIEM Solution Is Not Sufficient,”
describes SIEM solutions and their capabilities, and why
they have a high failure rate.

Chapter 4, “Understanding the Security Operations
Center,” explains what a SOC is and the technology,
people, and processes that comprise one.

Chapter 5, “SOC Options—Getting What You Need,”
reviews the three options for obtaining SOC capabilities.

Chapter 6, “The Role of Managed Services,” introduces
the capabilities of various managed services providers,
including managed detection and response.

Chapter 7, “A Closer Look at SOC-as-a-Service,”
explores the inner workings of SOCaaS and how it
complements managed services.

Chapter 8, “Top 10 Next-gen SOCaaS Capabilities,”
enumerates criteria for choosing a SOCaaS provider.

The Glossary provides handy definitions of key terms
(appearing in italics) used throughout this book.

Helpful Icons
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DON'T FORGET

(3

CAUTION

ON THE WEB

(D

Tips provide practical advice that you can apply in your own
organization.

When you see this icon, take note as the related content
contains key information that you won’t want to forget.

Proceed with caution because if you don’t it may prove costly
to you and your organization.

Content associated with this icon is more technical in nature
and is intended for IT practitioners.

Want to learn more? Follow the corresponding URL to
discover additional content available on the Web.



Chapter 1

Cyberthreats—
The Great Equalizer

® Learn why and how cyberthreats have evolved
@ Understand common tactics cyberattackers use today
@ Explore current trends in security delivery models

t wasn’t long ago that cyberattacks were primarily the con-
cern of large enterprises. They had the digital assets worthy
of targeting, as well as the resources needed to protect them.

Ten years ago, IT security professionals at small to midsize
enterprises (SMEs) mostly worried about mass attacks. They
considered themselves adequately covered with antivirus and
firewall software. After all, what more could they suffer beyond
a virus attack or website defacement?

This chapter discusses how the evolution of cyberthreats has
changed the way small and medium enterprises must think
about their security strategy.

Cyberthreats Have Evolved

Nothing stands still in the world of technology. As consumers,
we know this well—every six months brings a new gadget or
two to replace those acquired just a short time before. A simi-
lar evolution is taking place in the world of cyberattacks.
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Attacks are growing
more sophisticated

The mass attacks observed in the early days of the Internet
caused their fair share of disruption—which is exactly what
they were designed to do. Attackers were opportunistic. They
exploited unpatched vulnerabilities and developed malware
(malicious software) with the primary intent of wreaking
havoc.

The goal of a mass attack was to draw attention to the per-
petrator and earn notoriety among the hacker community.

A virus infection that was part of a mass attack could just as
easily impact an SME as a large enterprise. As far as attackers
were concerned, who was attacked didn’t matter as much as
how many were attacked.

Much has changed since then. The mass attacks that

were popular 10 years ago are largely unsuccessful today.
Perimeter-based controls like firewalls and web filters stop
unwanted traffic from entering the network. Prevention-based
tools such as antivirus software identify and block known
malware and viruses. But the war against cyberthreats is far
from over.

While security providers honed their perimeter prevention
tools to use signature-based controls, attackers evolved their
tactics, techniques, and procedures to bypass such controls
with malware obfuscation methods.

Most perimeter and prevention tools are signature based.
They identify attacks based on patterns in the code. But these
tools can only detect threats that have already been identified.
That means someone, somewhere, must fall victim to an
attack before it can be detected.

One of the ways attackers bypass signature-based tools is by
leveraging a zero-day threat, which exploits an unknown
vulnerability. Because there is no fix or patch for the vulner-
ability, and the threat itself is also unknown, the attack can
bypass perimeter or preventive controls and enter a private
network undetected. This is key because the attacker’s motive
is no longer to draw attention to himself.

Attackers today are driven by something more tangible than
celebrity status. They’re motivated by financial gain. The lon-
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CAUTION

ger they can remain undetected on the enterprise network, the
longer they can exfiltrate valuable corporate assets, whether
they’re sensitive customer data, intellectual property, or
everyday operational files.

The bottom line is that these assets have financial value.
Attackers can sell intellectual property on the dark web or
use sensitive customer data to commit financial fraud. Even
operational files have value.

Attackers today use a variety of tactics:

|

Ransomuware is a type of malicious software that
encrypts the user’s files or data, rendering them
illegible until the user pays a ransom. Attackers
might up the ante by threatening to delete all data
or release it to the public if the victim attempts to
decrypt the data on their own—or chooses not to pay
the ransom.

A phishing attack leverages social engineering to
lure victims into divulging personal or sensitive
information. Attackers pose as a trusted organiza-
tion and request, often by email, that the recipient
visit a web page to update their personal informa-
tion. The email itself and the web page mimic the
branding of the legitimate company. This deception
helps persuade the victim to submit information
that is acquired by the attacker, including user
credentials.

A brute-force attack uses a systematic process

to uncover a user’s account password or PIN.
Automated software continuously generates possible
passwords or PINs until the right combination is
submitted and the attacker obtains access.

Cyberthreats aren’t always lurking in the dark web.
Sometimes they’re the result of the organization’s
own negligence. Departed user access occurs when
employees or contractors leave the company and
their accounts are not properly deprovisioned. Users
can continue to access corporate resources when
they have no legitimate reason for doing so. They
can use this access to obtain data and files, often
without drawing the attention of the IT department.
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No organization is safe

Attackers can cash in big by invading large enterprises, but
they don’t have to. SMEs also have valuable data and are often
easier pickings. Because they have a weaker security posture,
once inside the network, attackers can stay hidden longer.

Limited IT budget

The No. 1 challenge small and medium enterprises face when
it comes to shoring up their defenses is a limited IT budget.
They simply lack the financial resources needed to properly
operate their network, let alone hunt down security threats in
their environment.

Security skills shortage

The IT industry as a whole is suffering from a severe cyber
security skills shortage. This is due, in part, to the grow-

ing complexity of today’s IT environments. The morphing
network topology requires new, more-dynamic defense tools
and strategies. Staying abreast of the skillsets needed while
responding to rising business demands requires one technol-
ogy we haven’t mastered: human cloning.

Meanwhile, small and medium organizations simply can’t
compete with larger enterprises for talent due to their
aforementioned budget issues. The job market for security
professionals is heavily in large organizations’ favor, as they
have the budget to offer competitive salaries that are difficult
for smaller organizations to match.

Growing attack surface

It wasn’t so long ago that protecting user endpoints meant
installing antivirus on company-provisioned laptops and
desktops. Today, those endpoints represent a small portion

of the IT environment, as end users bring their personally
owned smartphones and tablet computers to work and sign
up for cloud-based business applications. As Figure 1-1 shows,
each new mobile device, Internet of Things connection (with
medical devices, smart TVs, etc.), and cloud-based application
introduced into the corporate network increases the attack
surface exponentially.
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Solving the problem is not just a matter of applying additional
preventive controls and technology. It also requires continu-
ously monitoring these assets to ensure they are protected
against new threats, and regularly patching them to fix known
vulnerabilities.

One way to put the problem in perspective is to consider the
different flavors and versions of operating systems that need
to be tracked and patched on these devices. Prior to the advent
of the smartphone, many corporations were purely Microsoft
shops. There was no need to worry about Apple iOS- and
Android-related threats because those operating systems
didn’t exist in the environment. But that all changed when
users started bringing their iOS and Android devices to the
office, providing attackers with a new way into the network.

Global Internet Device Installed Base Forecast
20,000,000

18,000,000
16,000,000 |

Wearables
14,000,000

Smart TVs

12,000,000

10,000,000

8,000,000

6,000,000

Number Of Devices In Use (In Thousands)

4,000,000

2,000,000

0
2004 2005 2006 2007 2008 2009 2010 2011 2012 2013E 2014E 2015 2016E 2017E 2018E

Figure 1-1: The number of devices connected to the Internet is increasing
exponentially. (Bl Intelligence)
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TIP

Fortunately, Security
Has Evolved, Too

The security industry doesn’t operate in a vacuum. Technology
providers are also evolving their offerings to keep pace with
attackers and make their solutions more accessible to SMEs.

Delivery models make security
capabilities more accessible

There was a time when procuring a security service or technol-
ogy introduced significant overhead. The IT organization
could never just buy a payroll application, for example. It was
a given that the new application required servers to run on
and other hardware for data storage, all of which had to be
maintained and managed.

Fortunately, there are other delivery models available today
that reduce your organization’s overhead and the overall costs
involved in the product’s procurement.

Managed Security Services

Managed security service providers (MSSPs) offer specific
security capabilities on a subscription basis. Their primary
focus is remote device management. For example, MSSPs will
configure and maintain your firewalls and intrusion detec-
tion and prevention systems over the network. You still keep
your hardware on premises, but you essentially outsource

the personnel (and expertise) required to manage them. This
approach helps reduce the operational burden associated with
maintaining your security tools.

Cloud-enabled security-as-a-service

Hiring IT staff and purchasing and installing a trouble-ticket-
ing system to deliver these services on premises is expensive.
Similarly, buying security technologies and hiring skilled
workers to manage these complex technologies is expensive
and time consuming.

Security-as-a-service (SecaaS) provides security services in
the cloud. Examples include cloud access security brokerage
(CASB) such as Netskope, identity-as-a-service (IDaaS) such
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as Okta and Centrify, and security operations center-as-a-
service (SOCaaS), which we’ll discuss further in Chapter 7.

SecaasS solutions significantly reduce the costs associated
with deploying a new security solution. They require little

or no capital outlay and significantly reduce operational
expenses associated with the solution. The application itself is
maintained and managed offsite by the provider. There may
be some administration required for setup, but it’s limited
compared to a traditional software solution.

Secaa$ customers also benefit from scalability. Secaa$S solu-
tions can scale up or down on demand. Customers typically
pay only for what they use—without any need for additional
setup. In addition, customers benefit from ongoing software
fixes and updates, which means they get access to new capa-
bilities (read: improved security) more often than they do with
software that runs on premises.

Shifting focus

All of these trends in security—the growing sophistication

of cyberattacks, the increased risk to SMEs, the availability

of additional delivery models—have, in turn, forced IT
organizations to shift their attention. Instead of focusing their
resources on prevention controls—which have proven largely
ineffective against advanced persistent threats—large enter-
prises have shifted their investments to focus on detection and
response capabilities, as illustrated in Figure 1-2.

Prevention tools continue to play a valuable role in protecting
an enterprise, but they are not the be-all and end-all. Without
investments in detection and response capabilities, organiza-
tions don’t have what it takes to detect advanced persistent
threats in a timely manner—or at all. They cannot monitor the
IT environment continuously, detect and analyze anomalous
activity, contain and mitigate an attack, etc.

Bolstering your organization’s detection and response capa-
bilities is a challenge because these functions are not available
as technology. They require skilled personnel, which—as we
already explained—are in high demand and short supply.



8 | Definitive Guide to SOC-as-a-Service

o—4—0—6—0—90

Identify Protect Detect Respond Recover

o Asset o Access Control e Anomalies and o Response Planning e Recovery
Management Events Planning
* Awareness and e Communications
o Business Training o Security Continu- o Improvements
Environment ous Monitoring o Analysis
o Data Security o Communications
o Governance o Detection o Mitigation
o Information Process
o Risk Protection o Improvements
Assessment Processes &
Procedures
o Risk
Management « Maintenance
Strategy

 Protective
Technology

Figure 1-2: The NIST Cybersecurity Framework defines five phases of the
cyber security management lifecycle.

Trends in Incident Response

According to the 2017 Cost of Data an organization to identify
Breach Study by the Ponemon an attack was 214 days. The
Institute: average time to contain an

e “The time to identify and AR 07 CEE,

contain data breaches impacts ¢ “Having tools that heighten
costs.” detective or forensic
capabilities can significantly

e For criminal and malicious
reduce data breach cost.”

attacks, the average time for
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Chapter 2

Why Point Products
Are Not Enough

@ Learn what a point product is
@ Examine the three main categories of security point products
@ Understand the limitations of point products

ayered security is a best practice for protecting digital

assets. The concept, called defense-in-depth, is borrowed
from military strategy. The strategy involves implementing
different defense mechanisms at different layers throughout
the IT environment so that if one mechanism fails, the next
might stop an attack from progressing further.

A layered approach to security isn’t just beneficial, it’s a
requirement for today’s IT environments and their loosely
defined network perimeters. The increasing use of mobile
devices and cloud-based applications (SaaS) has dissolved the
network perimeter, giving users and attackers multiple points
of access into the corporate IT environment. Each of these
access points requires its own defense mechanisms, including
point products, as part of a defense-in-depth strategy.

Limitations of Point Products

A point product is designed to solve a specific problem. Anti-
malware software, for example, is intended to protect your
systems from becoming infected by malicious software. It
does not, however, stop an attacker from sending a flood of
network traffic to your website in a denial-of-service attack.
You need protection against both types of attacks—as well as
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myriad others. Each new type of attack or technology added to
the network creates a need for a new point product—or two, or
three.

There are three categories of point products that companies
deploy as part of a defense-in-depth strategy.

Network security

Network security solutions focus on—you guessed it—the
network. This category of solutions includes firewalls, web
filters, and intrusion prevention and detection solutions. They
are designed to stop malicious traffic from entering or exiting
the network.

Network security vendors have evolved their products to
better protect networks against advanced threats. A modern
next-generation firewall offers all the capabilities you find in
a traditional firewall: basic packet filtering, network and port
address translation, and stateful packet inspection. But it also
provides threat detection capabilities based on traffic behav-
ioral analysis, threat signatures, and anomalous activity.

Network security solutions can also show you what is hap-
pening on the network. For example, they can be great at
detecting malware moving laterally across the network.
Unfortunately, they don’t provide full visibility into your
endpoints.

Network security solutions are known for generating a lot of
false positives. You may receive an alert because malware is
on the network, but your endpoints may have already been
patched.

Endpoint security

Traditional endpoint protection (EPP) solutions provide
necessary but limited protection of end-user computing
devices—laptops, desktops, and mobile devices.

EPP solutions encompass a variety of prevention technologies,
including anti-malware, personal firewall, vulnerability assess-
ment, application whitelisting, and enterprise mobility man-
agement. However, as signature- and policy-based technolo-
gies, they can reliably identify and block only known threats.
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Endpoint detection and response (EDR) is a more advanced
category of endpoint security solutions. They’re designed to
detect anomalous activity on endpoints, and therefore have a
better chance of detecting unknown malware strains in zero-
day attacks.

However, EDR systems rarely take action in real time.
Typically, telemetry is sent to a central management system,
which performs analysis and correlation, and then fires an
alert. Analysts must then review the alerts to figure out if
there’s really a threat present—or if it’s just a false alarm. The
complexity of EDR technologies necessitates security staff
trained in endpoint detection and response.

EPP and EDR typically require an agent to run on the end-
point, and neither solution provides full network visibility.
If, for example, a database password is compromised, an
EDR will not stop an attacker from logging in remotely and
exfiltrating sensitive data. Application layer attacks, like SQL
injections, zero-day vulnerabilities, and other forms of web-
based attacks, are also beyond the scope of an EDR.

Data security

Endpoints and networks are simply means to an end.
Attackers use them as a way of entering the IT environment so
they can get what they’re really after: business-critical data.

Companies that operate in highly regulated industries or
firms that are extra cautious about data security may deploy
data and application security products. Because of their cost,
these solutions are usually deployed only on critical assets.
The solutions also introduce performance overhead, as every
database request is inspected to ensure that the data is not
being exfiltrated by a malicious user or script.

Figure 2-1 illustrates the three categories of point solutions
commonly deployed as part of a defense-in-depth strategy.
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Endpoint Security

* Visibility into endpoint activity
* No visibility of network traffic

* Blind-spot: agentless
endpoints

Network Security

* 24/7 network monitoring

(N/s, E/W)

* No visibility on endpoint activity
* More false alarms

Security Information and Event Management (SIEM)

+ Visibility into Network, Endpoint,

and Data via logs/alerts
+ Costly, complex, and resource intensive
* Requires in-house security expertise

Data/Application Security

* Required for critical assets
* No visibility on

network/endpoints

* More overhead, complex

Figure 2-1: Three types of point solutions and their limitations.

Where They Fall Short

Point products play an important role in protecting your com-
pany’s digital assets, but gaps still remain, making it difficult
for security teams to detect and stop attacks as they move
through the environment. The problem is three-fold:

|

|

No comprehensive visibility. Teams need
360-degree visibility across endpoint, data, and net-
work security tools to understand what’s happening
in the environment.

No correlation across products. Teams need to
understand how the alerts generated by a single
point product relate to those by another so that they
can get to the root of the problem.

No contextual intelligence in alerts for response
actions. Alerts indicate that something has gone
wrong in the environment—a threshold has been
met, for example—but give no indication of how to
fix it or prevent it from happening again.
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Why a SIEM Solution
Is Not Sufficient

@ Find out what a SIEM solution is
@ Explore what a SIEM solution can do for you

@ Understand why organizations have a high failure rate with
SIEM solutions

ecurity practitioners face the overwhelming task of

making sense of a barrage of alerts coming from myriad
point products. This is nearly impossible to do without
360-degree visibility across the environment, automated event
correlation, and contextual evidence. To get holistic visibility,
you need the log aggregation and correlation capabilities
provided by a security information and event management
solution—SIEM, for short.

What’s a SIEM?

TECH TALK

077
\;.
<

A SIEM solution is a software system comprised of two tech-
nologies: a SIM and a SEM. A security information manage-
ment system (SIM) provides log management capabilities,
such as real-time log monitoring and analysis. A security
events management system (SEM) serves as a correlation
engine. When the SIM and SEM systems work together as a
SIEM solution, they provide the visibility, event correlation,
and contextual evidence organizations need to begin making
sense of their security alerts.
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SIEM capabilities

SIEMs are typically deployed by large enterprises that have
the budget and personnel to implement and manage advanced
technologies. However, midsize organizations are increasingly
considering SIEMs as well because they too can benefit from
the critical capabilities these solutions claim to deliver:

[¥] Comprehensive visibility: A SIEM solution aggre-
gates the log records of every endpoint and network
device, and provides visibility into system and
network activity through a single pane of glass. It
also provides a complete record of every event that
happens in the environment.

| Detection of threats, and unusual user and device
activity: By correlating log data from various point
solutions, a STEM solution can help security teams
piece together clues and identify anomalous activity
that may indicate a threat.

[¥] More effective analytics: A SIEM solution can pro-
vide security teams with pertinent information that
helps prioritize and address specific alerts. Because
every event is logged, teams know an intrusion’s ori-
gin, where it’s spread, and the best way to respond
to it.

[v] Streamlined compliance reporting: Having all log
data in one place—the SIEM solution—simplifies
compliance reporting.

A SIEM Tool Is Just the Start

CAUTION

Any company stands to benefit from the capabilities we just
described. The tricky part is overcoming the challenges that a
SIEM solution introduces. Unfortunately, the above capabili-
ties come at a hefty cost that goes well beyond the initial capi-
tal outlay.

To operate effectively and successfully detect cyberattacks, a
SIEM solution must be well architected and implemented, and
continuously tuned. These are not easy tasks. Success relies on
the skillsets of those who continuously manage the SIEM, as
well as the best practices used to respond to incidents.
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CAUTION

TIP

Risky business

As any IT or security practitioner will tell you, no technology
is a panacea. However, a SIEM solution has more than its
fair share of risks and downsides. As we look at what those
are, you'll begin to understand why organizations have a high
failure rate with SIEMs.

Complexity

There’s nothing simple about a STEM solution. But that
shouldn’t come as a complete surprise. We're talking about a
system that takes in data from a number of disparate sources
and attempts to make something out of it. The problems asso-
ciated with a STEM are that it requires security experts to con-
tinuously leverage the information to identify real incidents,
and a full-time development team to keep the information
updated and correlated for the security experts’ workflow.
Without these two human resources, a SIEM is an expensive
log data storage system.

Deployment
You might think that deploying a SIEM is simple. You just
connect the STEM to raw log sources, right? Yes... and no.

A SIEM solution works best when it’s connected to the right
information sources. A security engineer should identify all
of the security devices, end-user laptops/desktops, Internet
of Things devices, and business-critical servers, databases,
and applications from which log data will be collected. The
business-critical network segments to be monitored must also
be identified.

From here, deployment becomes increasingly challenging.

A SIEM solution can ingest raw syslog records, but the cor-
relations rules engine can’t analyze them. You must therefore
build parsers to convert raw log data into structured data that
can be filtered based on fields. But this process isn’t foolproof.
Data is commonly miscategorized by the SIEM—and those
instances must be fixed.

When all is said and done, STEM deployment cycles can run
anywhere from six to 12 months. During this time, you aren’t
seeing any value from your investment, and your staff’s atten-
tion is focused on deploying a tool—not securing the IT envi-
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DON'T FORGET

CAUTION

ronment. Once a SIEM has been deployed and tuned, it’s ready
for action and the real work starts.

Administration

A SIEM’s rules require constant tuning. Security engineers
and developers must continually build and refine correlation
rules, and must subscribe to the latest threat intelligence feeds
to accurately identify the latest attack vectors.

Every time your device and endpoint software vendors issue
patches and updates, you must also update the SIEM parsers
for these devices. If the parser doesn’t match the supported
version, you risk getting thousands of false positives.

Ongoing administration and operation generally require
multiple security operators, security analysts, and incident
responders.

Operations

Unfortunately, a SIEM solution doesn’t completely solve the
problems associated with point solutions that we discussed
in Chapter 2. In fact, according to a survey by the Ponemon
Institute, 70% of respondents said current SIEM technologies
do not provide the most accurate, prioritized, and meaningful
alerts.

A SIEM solution can reduce the noise generated by point solu-
tions if it’s continuously managed properly. In fact, a SIEM
solution can generate thousands of alerts per day, many of
which may be false positives. To efficiently process the output,
a SIEM solution requires 24x7 monitoring and response.
Security engineers must make sense of a SIEM’s output to
fine-tune the correlation rules and determine which alerts
require further investigation or immediate attention. Manual
or automated workflows must be in place to act on the output
accordingly.

Cost

Like complexity, the costs of a STEM solution manifest them-
selves in a number of ways. Here are some of the many factors
you need to consider when budgeting for a STEM solution.

Resources

All that complexity we just talked about? It adds up in the
form of operational costs. In fact, experts estimate that for
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TIP

every dollar spent on a SIEM tool, companies spend three
dollars to manage it.

Let’s put this into perspective: on average, it takes a security
analyst about an hour to acknowledge and act on eight to 10
security events. An organization with 200 users may produce
an average of 100 critical alerts per day. That’s enough to
completely occupy two full-time security experts. And you
still need someone to update and manage the SIEM system,
agents, reports, and security integrations.

The more complex your IT environment, the more resources
you’ll need to manage a SIEM solution. If your IT environ-
ment is like most these days and consists of a mix of internally
and externally hosted services or the use of SaaS, you can
count on multiplying the number of staff needed to manage a
SIEM tool.

Data volume, velocity, and variety

The volume, velocity, and variety of data generated by the IT
environment are increasing rapidly. This is a benefit for
today’s IT organizations, as SIEM solutions perform best
when they can access multiple high-volume data sources in
real time. The more data you have, the more detailed a picture
you get of the activity taking place in your IT environment.

But the growing volume, velocity, and variety of data also
benefit STEM providers, who charge customers using con-
sumption- or volume-based pricing models. Customers are
billed according to the number of devices from which log data
is consumed, or the volume/velocity of log data as measured
in events per second. As a result, customers can experience
unpredictable cost increases.

This puts organizations between a rock and a hard place as
they are forced to choose between protection and visibility or
sticking to their budget. When budget wins, customers end up
with incomplete data and blind spots in the environment.

Over-engineered systems

It’s normal for the amount of log data generated by the IT
environment to fluctuate. It can increase or decrease based
on the time of day or year. During an incident or attack, the
volume of data increases—by as much as two to three times
the ordinary volume.
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Your SIEM system must be designed to handle these data
spikes. As a result, STEM providers over-engineer their
systems to handle at least twice the ordinary workload. This
ensures that the system doesn’t fail during an attack. But it
also means that you pay for the level of security your company
requires on its worst day, every day.

Unpredictability

The IT environment is anything but fixed. On any given day,
devices and systems are upgraded, new ones are added, and
patches are deployed. Meanwhile, the number of logs and
volume of collected data increase. A STEM provider’s cost esti-
mate is therefore just that: an estimate. This variability makes
budget planning incredibly challenging, and the bottom line
much higher than originally estimated.

Performance

In an ideal world, a SIEM solution would operate in near- real
time all of the time. The truth of the matter is that underper-
formance is typically the norm for SIEM solutions.

Multi-tasking

A SIEM solution is tasked with a lot: log data ingestion, cor-
relation, analysis, searching, and reporting. To get it all done,
providers design their solutions to multi-task. But a majority
of SIEM vendors use one engine to do it all. This causes the
functions to interfere with one another. Running a search,
for example, will pause collection and other non-critical
functions.

Forklift upgrades

SIEM vendors often sell different classes of hardware, each
of which ingests, parses, and analyzes/correlates a certain
amount of log data. Eventually you will reach the maximum
capacity of your initial platform, essentially outgrowing the
hardware. When this happens, you have no choice but to
upgrade to the next-higher-capacity platform. This upgrade
can double or even triple the cost of the original SIEM
solution.
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Reporting delays

Detecting anomalies and threats is a critical SIEM function.
Reporting is not. So, while a SIEM solution is designed to
analyze log data in real time, reporting performance leaves
something to be desired.

Furthermore, a SIEM solution typically only reports on just
one or two weeks of data. If you want to report on more data,
you’ll need additional products. Quarterly reporting neces-
sitates dedicated log management tools, while multi-year
reporting requires a more significant investment, such as a big
data security analytics product.

Input vs. output

Feeding a STEM only a few data sources reduces its detection
efficacy. In addition, out-of-the-box correlation is very limited,
thereby requiring commitment of operators or analysts to
write and maintain extensive sets of correlation rules.

False positives

Finally, a SIEM solution is very susceptible to false positives.
Because it’s so carefully calibrated, the smallest change in
agent configuration or log sources can result in a large volume

of false positives.

DIY: At Least 3 Times More Expensive Than
the Cost of SIEM

Think twice before you embark
on the do-it-yourself journey of
managing your own SIEM. Apart
from the licensing cost of the SIEM
platform and additional processing
power and storage needed to
consume your peak volume of log
data, you will have to hire a skilled
team of security experts to manage

it 24x7, and subscribe to multiple
threat intelligence services to
enable you to accurately detect the
latest attack vectors.

In fact, experts estimate that for
every dollar spent on a SIEM tool,
companies spend three dollars to
manage it.
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Filling in the Gaps

With enough time and money, many of the STEM challenges
we described can be overcome. But most SME organizations
today are running on shoestring budgets, and even if they
aren’t, they’d rather invest in the business than in shoring up a
SIEM solution.

What’s more, a fully working and optimized SIEM solution
may still fail to combat new attacks. Don’t get us wrong—a
STEM tool plays a valuable role in today’s security programs.
But it’s just one piece of a bigger solution. The sophisticated
nature of today’s evolving attacks requires that you supple-
ment your SIEM tool with people and processes in what’s
known as a security operations center.



CAUTION

Chapter4

Understanding the
Security Operations Center

@ Understand the capabilities provided by a security operations
center (SOC)

@ Review the difference between a network operations center
and a SOC

@ Explore the technology, people, and processes that comprise
asSocC

s a technology, a SIEM solution can do a lot. It can help

your IT organization understand what’s happening in
the environment. It can collect the alerts generated by your
network security, data security, and endpoint products. It can
dedupe those alerts and show you how an attack is progress-
ing through the environment. However, you need security
experts with the right skills and knowledge of forensics analy-
sis and incident response processes to help you make sense of
critical incidents that need immediate attention. A SIEM is the
core tool/technology needed for a SOC to function. However,
there are a lot more systems, processes, and people that go
into building out a SOC—and it gets more difficult as the IT
environment grows.

Over the years, IT organizations have seen exponential
increases in the volume of log data pouring into their SIEMs.
These increases have the adverse effect of generating consid-
erable “noise.” In other words, security professionals have to
filter through more events and alerts to identify and prioritize
incidents that pose a real business risk. Furthermore, to detect
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advanced persistent threats, security professionals must moni-
tor a SIEM 24x7.

Beyond personnel who manage and operate the SIEM itself,
organizations require processes that enable real-time response
to threats, security professionals who can perform forensics
analysis, and managers who can oversee these efforts and fine-
tune them to ensure efficiency. In short, IT organizations need
a security operations center.

Welcome to the SOC

DON'T FORGET

A security operations center (SOC) is a centralized unit com-
prised of skilled people, processes, and technologies working
together to deliver end-to-end security capabilities. These
include the prevention, detection, and investigation of, and
response to, cybersecurity threats and incidents.

A SOC is analogous to an air traffic control center, focusing on
security activities instead of flight operations. The SOC pro-
vides centralized visibility of all the activity occurring in your
environment. Instead of managing planes that are landing, tak-
ing off, and taxiing to the gates, the SOC provides visibility into
who is logging into your systems, what devices are connected
to the network, what data is being accessed, what threats are
present, the health of security devices, and more. Also, like air
traffic controllers, skilled people are watching all of this activ-
ity, 24 hours a day, seven days a week, in an effort to identify
and remediate problems before they impact the business.

A SOC is the most essential element of a modern security
strategy, as it provides the only means to detect, contain,

and remediate advanced threats. A SOC is the next step in
the evolution of security. It also serves as the foundation for
containment and remediation—key capabilities for mitigating
advanced persistent threats.

As with SIEM systems, there was a time when only the largest
enterprises had a SOC. That situation has changed because
businesses of all sizes, including SMEs, need a SOC to help
combat advanced persistent threats. A SOC can help SMEs
close the gap (as shown in Figure 4-1) that exists between
where they are today and where they want to be.
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Where Most Companies Want to Be

Where Most Companies Are Today

= Containment
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-------------------- WAF/Proxy
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Figure 4-1: By delivering advanced security capabilities, a SOC enables IT
organizations to achieve a mature security posture.

TECH ““‘ A SOC provides the following capabilities:

57

Q\ [¥] Real-time threat detection and response. The SOC
staff determines the best method or technologies
for threat detection and response. The SOC itself
includes all of the human and machine intelligence
needed to collect and analyze machine data in real
time, detect threats, and remediate them.

[v] 24x7 monitoring of system log data and network
traffic. Continuous monitoring ensures that anoma-
lous and malicious activity from either outsiders
or insiders is detected in real time. Staff identifies
malicious activity as it occurs, enabling teams to
respond immediately and help eliminate—or at least
reduce—its damage.
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[¥] A comprehensive and centralized view of a com-
pany’s security posture. A SOC integrates the data
coming from your tools to provide a snapshot of
your current security posture.

[/] Threat hunting and investigation. The SOC staff pro-
actively searches through your networks and data
to identify threats that have evaded your perimeter
controls and are hiding, undetected, on the network.

But I Already Have a NOC

It’s important to understand
that a network operations center
(NOC) is not a SOC. A NOC is a
centralized unit that’s focused
on monitoring and managing the
enterprise network and the devices
on it. A NOC is typically staffed
with IT personnel whose tasks
include managing data backups,
ensuring network availability

patches. IT folks have plenty to
contend with without also being
held responsible for maintaining
security. Even if they did have
the time, IT staff rarely have the
appropriate skillsets to take on
security duties.

Bottom line: Your NOC is NOT a
SOC. Don’t treat it as one.

and performance, and rolling out

Equipping a SOC: Technology

A SOC is comprised of a diverse range of advanced tools that
monitor the security of an organization’s systems and network
infrastructure. The core technology used in a SOC is a SIEM
solution. As we described in Chapter 3, a SIEM solution col-
lects and correlates log data and network flows from sensors
placed throughout the network.

A SIEM solution provides a complete record of everything that
happens in the IT environment, enabling security engineers

to identify indicators of compromise, malware intrusion, and
other unusual network activity. Because every event is logged,
security engineers have the visibility they need to identify the
origin of an intrusion, track (or see) where it has spread, and
determine the best response.
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Other technologies found in a SOC:

[¥] Intrusion detection tools analyze traffic and
perform packet logging on IP networks. They are
used to monitor networks or systems and identify
malicious activity or policy violations.

] Workflow tools provide some level of automation
and help keep everyone focused on the proper task.
To be effective, workflow tools require repeatable
processes, which we’ll discuss later in this chapter.

] Application programming interfaces (APIs)
enable systems and software to communicate. APIs
are used in a SOC to connect cloud-based resources
to the SIEM.

[v] Threatintelligence feeds provide real-time
information about potential and current threats. A
SOC leverages multiple threat intelligence feeds to
ensure the staff has the threat indicators to detect
the latest attacks happening locally and globally.

[v/] Reporting tools enable the SOC team to com-
municate the status of the IT environment to others
within the business.

Staffing a SOC: People

Of course, no technology operates itself. That’s where people
come in. They bring the technical skills and expertise neces-
sary to realize the benefits of your technical investments.

A SOC, therefore, is also comprised of a dedicated team of
security experts and usually a team of developers.

A SOC must be staffed with a variety of people who have
extensive training and experience, including formal security
training and certification. Members of the SOC team also need
on-the-job experience so that they are familiar with the IT
environment and understand the company’s business risks.
Vendor-specific training is necessary so that SOC staff know
how to configure and manage the various security technolo-
gies they’re using.
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Roles and responsibilities for members of a SOC team may
differ from one organization to another, depending on how
they’re assigned. However, a SOC typically consists of the
following positions:

|

|

Security operators help oversee SOC operations.
They serve as the focal point for managing and
coordinating a response to incidents.

Security analysts are typically on the front lines
of the SOC. They are the first to review alerts and
determine their relevance and urgency. They are
also responsible for investigating threats and deter-
mining appropriate steps for remediation.

Security researchers study new strains of
malware, take them apart, determine how they
work, and share that information with others. They
might also use the information they glean to better
understand cyberattackers and their attack methods
and behavior profiles.

Security managers supervise the SOC team and
handle higher-level tasks, like running reports, man-
aging the escalation process, and reviewing incident
reports. Managers also monitor the SOC’s perfor-
mance and communicate with business leaders.

An incident response team consists of a man-
ager, security analysts, and security researchers. The
team is responsible for analyzing and responding to
security breaches in an effort to minimize the impact
to the business.

A forensics team investigates breaches to deter-
mine root cause and, ideally, preserve evidence so
that it can be used in a court of law. The team must
practice proper planning, documentation, chain of
custody, and rules of evidence.

A compliance audit team performs periodic,
comprehensive reviews of the IT environment to
validate the organization’s compliance with regula-
tory requirements. The team also performs risk
assessments, understands applicable laws and regu-
lations, monitors compliance efforts, and educates
staff on audit findings.
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A development team maintains log source
connections, API integrations, parsers, custom
workflow tools, etc. A SOC leverages a development
lifecycle against its platform, similar to the develop-
ment process used to write software.

Operationalizing a SOC: Processes

To ensure that the SOC operates efficiently and addresses
threats promptly, an organization must have strategic security
processes in place.

A SOC must implement the following processes:

|

Security training processes ensure that training is
ongoing and comprehensive, rather than an ad hoc
effort. Security personnel need regular professional
certifications and vendor training to ensure that
their skills stay current. They must be trained on the
technologies deployed in the IT environment and
SOC, as well as on advances in cyberthreats.

Training processes help ensure that staff members
are able to effectively carry out their roles and
responsibilities at all times.

Threat hunting and investigation processes are
critical for ensuring that threat hunting and investi-
gation efforts are consistent and repeatable. Where
possible, repeatable steps should be automated.

Trouble ticketing processes address how trouble
tickets are escalated and tracked. The processes can
and should be automated. Otherwise, the task of
taking care of tickets manually can be a full-time job
in a large SOC.

Incident response processes ensure that the
incident response team identifies, investigates, and
responds to incidents in a timely manner that mini-
mizes their impact and facilitates a rapid recovery.
The processes should be repeatable and carried out
consistently.

Threat intelligence feeds are used properly to
build correlation rules to help detect threats more
accurately and reduce false positives.
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Putting It All in Perspective

CAUTIoN A g you can see, SOCs help address some of the problems
associated with STEMs. However, SOCs are still expensive and
complicated. Building one yourself is no trivial task. In the
next chapter, we’ll take a look at options for procuring SOC
capabilities, from building your own, to co-managing a SOC,
to outsourcing the whole kit and caboodle.
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SOC Options—Getting
What You Need

@ Explore the implications of building your own SOC
@ Understand how a co-managed SOC operates

@ Learn how to obtain SOC capabilities without added opera-
tional overhead

here are several available options for obtaining a security

operations center (SOC). Each has pros and cons, which
we explain here. As you learn about each of these, consider
your organization’s use case, risk tolerance, and available
resources. These factors all come into play when choosing a
SOC.

The three SOC models presented in this chapter are analogous
to different cycling scenarios. Running a self-managed SOC is
like riding a bike by yourself. A co-managed SIEM solution,
where you share responsibility with a service provider, can be
compared to operating a tandem bicycle with a companion.
And the last option, the managed SOC, involves delegating
control to a service provider, which is like riding in a bicycle
trailer.

Own It All: The Self-managed SOC

The first option for obtaining SOC services is to build your
own. A self-managed SOC is run by a dedicated team in a
dedicated facility, located on premises.
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Building a SOC means purchasing and deploying a SIEM solu-
tion and other technologies, hiring the appropriate personnel
to manage and run them, and implementing the myriad pro-
cesses we outlined in Chapter 4. As you can imagine, building
and managing a SOC is not for the faint-hearted and is very
expensive.

The pros and cons of a
self-managed SOC

If you think managing a SIEM solution is difficult, you won’t
like what you’re about to read. Building a SOC is even more
complex, more time-consuming, and costlier than managing
a SIEM solution. It can cost millions of dollars to build a SOC,
making it a viable option for only the largest enterprises.
Because of the effort and resources involved, most organiza-
tions consider alternatives. Even some large organizations
choose to forgo the build-it-yourself option.

It takes a serious commitment to realize the full value of a
SOC. As with a STEM solution, you can’t “set it and forget it.”
A SOC requires ongoing investments, and it can take years to
establish a baseline level of maturity.

Staffing is arguably the most challenging aspect of building

a self-managed SOC. Threat detection and response require
security experts with knowledge of the latest attack vectors,
access to global threat intelligence, and in-depth knowledge
of your IT infrastructure. The demand for security experts
outstrips the supply, and the challenge of retaining these
security professionals in the current hot job market can make
it difficult to build a mature knowledge base. Regardless, the
professionals you hire will need regular training to stay cur-
rent on threat techniques and technologies.

There are a few scenarios where building and managing your
own SOC might make sense. For instance, some companies
can’t or don’t want to outsource their SOC to a service pro-
vider. Perhaps they have a complex use case or regulatory
compliance requirements that make outsourcing difficult. For
example, organizational policies at the Department of Defense
do not allow outsourcing.
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However, most analysts and security experts advise SME
organizations to consider alternatives to building their own
SOC.

At a Glance: Self-managed SOC

Pros: e Difficult to find and retain

¢ |deal if you have stringent shdllisel sty s

regulatory compliance ¢ High operational expenses
requirements and privacy associated with SOC
policies management

Cons: e Can take months to achieve

operational efficiencies and a

e Can be complex and costly to baseline maturity

get started

Share the Burden: SOC with
a Co-managed SIEM

If building and managing your own SOC is just too over-
whelming, that’s ok. You have other options. Some organiza-
tions prefer to license SIEM technology, but don’t want or
can’t afford to manage it on their own. If you can relate, then
you might consider a co-managed SIEM. This is a hybrid
approach that involves partnering with a service provider to
offload some of the burden.

DNTRRGET — Here’s how a co-managed SIEM works: the organization pur-

@ chases or leases a SIEM solution, and outsources administra-
tion, management, and/or security event monitoring to a third
party.

A co-managed STEM offers flexibility, as your organization can
pick and choose the services outsourced versus those kept in
house. Typically, the service provider deploys and manages
the STEM 24x7, and you reserve full access to the SIEM con-
sole to do your own forensic analysis and investigations.
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The pros and cons of a
co-managed SIEM

The flexibility of a co-managed STEM enables you to operate
in a more agile manner, procuring or cancelling services when
resources fluctuate, or other business factors come into play.
For instance, if you lose your security admin, you have the
option to outsource additional tasks to your service provider.
If a merger increases your staff, you can bring more of that
work in house.

Similarly, a co-managed SIEM with optional managed detec-
tion and response services provides access to security skills
that are in high demand and therefore difficult to obtain. If
your organization doesn’t have the resources to hire a full-
time security analyst or train existing staff, you can benefit
from the service provider’s expertise. Outsourced staff can be
particularly valuable if the service provider has experience
with other organizations of the same size.

Organizations that choose to co-manage a SIEM trade some of
the cost and complexity of self-management for the cost and
effort of managing a service provider relationship. A contract
must be negotiated, service levels must be monitored, and
terms of engagement must be established.

Outsourcing all STEM administration, management, and mon-
itoring to a service provider can reduce your operational over-
head, but it won’t eliminate it. The service provider will still
expect you to provide hands-on support and incident
response, and you’ll need to implement processes to do so
effectively.

In addition, it’s important to remember that owning a STEM
solution is no different from owning any other IT system.
SIEM software requires hardware to run on, and deployment
of patches and updates. Licenses must be managed, as well

as the vendor relationship. Those responsibilities can’t be
outsourced. They will continue to reside with the organization.

Finally, it’s worth noting that a co-managed SIEM signifi-
cantly reduces the amount of time it takes to get a SOC up and
running. With this approach, you may achieve mature threat
detection and response capabilities in a matter of months
rather than years.
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Pros: Cons:
¢ Offload the administration ¢ You remain responsible for
and/or management of a SIEM managing the cloud-based
solution to an outsourcer SIEM and fine-tuning the

e Access skilled security
personnel e |t can still take months to

e Spend less than for the DIY
option

At a Glance: Co-managed SIEM

correlation rules

achieve operational efficiency
and a baseline maturity

¢ You must manage the service
provider relationship

If a co-managed SIEM still sounds overwhelming, then you
might want to consider a managed SOC, which involves out-
sourcing the entire SOC to a third-party provider.

Managed SOC providers give you access to the people,
processes, and technologies required for a SOC as shown

in Figure 5-1, but all of those assets are managed in the
provider’s datacenter. The data feeds from your networked
systems and devices are sent to the provider’s SIEM and then
analyzed by security experts, who weed out false positives,
investigate anomalous behavior, identify actual threats, and
help you remediate those threats in real time.

You still need your IT organization and NOC, but now you
have access to a fully operational and mature SOC with mini-
mal startup time.



34 | Definitive Guide to SOC-as-a-Service

People

Security Engineers

Analysts Researchers

Management

IR Team Forensics

Compliance

SOC

Process

Technology

Triage  Analysis

Training

Firewalls Endpoints

Incident Response

Net Monitoring Web/Email

Regulations

Trouble Ticketing

Reporting Tools Threat Intel

S—

Figure 5-1: A managed SOC provides the necessary people, processes,
and technology to reduce the onslaught of alerts to a few prioritized security

incidents.
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TIP

The pros and cons of a managed SOC

A managed SOC offers all the benefits of an on-premises SOC
while significantly reducing the cost and complexity involved
in building or even co-managing your own.

A managed SOC provides the following capabilities:

[¥] Managed detection and response (MDR). MDR is
the foundation of a managed SOC. Providers deliver
outcome-based services focused on proactive detec-
tion of advanced/targeted attacks that bypass your
existing perimeter controls. The MDR capabilities
are implemented to align with each customer’s exact
security policies and operational requirements,
eliminating the burden of having to determine the
best device or method for security monitoring and
response.

[v] Security expertise. The provider’s SOC is staffed
with certified security professionals who have a
wealth of experience analyzing, investigating, and
detecting threats. You also get access to a named
security engineer who understands your IT envi-
ronment and unique business requirements. The
security engineer tailors remediation advice to your
environment, and provides other recommendations
to enhance your security posture.

[v] Incident response and crisis support. While you are
still responsible for carrying out remediation steps
in the managed SOC model, you're not in it alone.
Your security engineer prioritizes your incidents and
identifies the critical remediation steps your IT team
should take. The engineer is available to answer
any questions along the way, and after remediation,
conducts a post-incident evaluation to determine
the effectiveness of your actions.

[v] Comprehensive log data collection and retention. A
managed SOC provides comprehensive log manage-
ment that includes data collection, aggregation, and
retention. Your log data remains your log data. That
means it’s stored and organized by the provider in a
manner that’s easy to access at any time.
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DON'T FORGET

Pros:

|

M

Regulatory compliance. Some managed SOCs can
help you meet regulatory compliance requirements
for HIPAA, FFIEC, GLBA, PCI-DSS, or Sarbanes-
Oxley. The security engineer can help you identify
and fix security issues to improve your overall
security posture and compliance status.

A managed SOC can also help reduce the burden of
regulatory compliance by validating your controls,
monitoring user behavior, managing security
incidents, performing regular vulnerability assess-
ments, and reducing the time and cost involved with
preparing for audits.

Predictable monthly pricing. Outsourcing IT or
security services to a managed provider usually
offers the benefit of a flat monthly fee. This isn’t
always the case for managed SOC providers, as
some may still use a volume-based pricing model,
as we discussed in Chapter 3 in relation to SIEM
solutions. Ideally, however, the managed SOC
provider will not impose a data collection limit, an
events-per-second limit, or a limit on availability of
your engineer/consultant.

At a Glance: Managed SOC

e Provides access to all the
capabi